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2019 Administrative Systems Access Verification 
This year, Accounting and Fiscal Services is required to conduct an administrative systems access 
verification for all employees/system users. This verification process is an important internal control for 
the university.   
 
As a Departmental Security Administrator, we rely on you to complete this verification process for 
your department(s). This year's review must be completed by June 28, 2019.  
 
 

What You Will Be Doing 
This verification process is UCI’s way of ensuring that all system users have the appropriate amount of 
access to our financial systems. To accomplish this, you are required to review all of the system users 
you represent as a Departmental Security Administrator to ensure they have the appropriate level of 
system access. This must be done for both KSAMS (Kuali Security Access Maintenance System) and 
SAMS (Security Access Maintenance System). 
 
Essentially, you will be generating two spreadsheets—one each for KSAMS and SAMS. Each spreadsheet 
will list out employees from your department who have access to UCI’s various financial systems. 
Instructions for generating these spreadsheets are on the next two pages.   
 
You will then review the spreadsheets with the appropriate departmental authority to make sure 
everyone has the correct level of access, making adjustments as needed. When you’ve done this for 
both KSAMS and SAMS, you will list the employees you’ve reviewed on verification forms and send them 
to Accounting and Fiscal Services, certifying that you’ve completed the process.  
 
 

Access Verification Step-By-Step Instructions 
On the next three pages are instructions for completing the verification process. The first two pages 
cover the verification process for KSAMS and SAMS. The final page details how you should certify that 
you’ve completed the process with Accounting and Fiscal Services.  
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Part 1 of 3: KSAMS Verification  
 
A. Create an Excel spreadsheet of department employees with system access via KSAMS 

1. Use your UCINetID and password to log into KSAMS.  
2. Select the Reports Tab  
3. Select Audit Reports 
4. Select “KSAMS Current User Access By Home Department Report” 
5. Enter the Home Department Code you are responsible for as DSA 
6. Select Insert 
7. Select the Finish Button at the bottom of the screen 
8. Save the file as an Excel spreadsheet (Go to the HTML logo at the top right and choose the 

Excel drop down for 2007 data) 
9. Sort the report by role member ID to include all the qualifiers for each role. Then sort by 

organization number. 
10. You may add multiple organizations to your report. You must include every home 

department code you represent as a DSA. 
 

B. Verify User Access 
1. Use the spreadsheet you just created to verify that each employee/user listed has the 

appropriate level of system access.  
2. Make a note of any users who need their access changed.  
3. Any adds/changes/deletions must be requested using the Access Request tab in KSAMS.  

This will create the appropriate audit trail for any changes /deletions to the user’s access. 
 

C. Make Changes or Deletions 
1. Make the requested changes/deletes in the KSAMS Access Tab.  
2. KSAMS will generate an email to you as the DSA as well as the user having access 

changes/deletions. 
 

D. Prepare a KSAMS System Access Verification Form 
1. Click here to download the verification form.  
2. Enter the names of the employees you just verified into the form, print the document, and 

sign it. 
3.  After you’ve completed the rest of the verification process, you will scan and email this 

document to Accounting and Fiscal Services. Detailed instructions are on page 4.  

https://systems.oit.uci.edu/kfs/ksams/
http://accounting.uci.edu/docs/access-verification/fms-ksams-verification-form.docx
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Part 2 of 3: SAMS Verification 
 
A. Create an Excel spreadsheet of department employees with system access via SAMS 

1. Use your UCINetID and password to log into SAMS.  
2. Select the Reports Tab 
3. Select “What access privileges does staff in my department have”? 
4. Enter the FS (legacy) PPS home department code to be verified  

To find your home department code, select the list button and use the browser’s find 
function (Control + F) to search for the department name. 

5. Change the default from “Browse Formatted” to “Download” 
6. Press “Submit” and SAMS will return a list of your departmental employees and their 

current access. 
7. Open this file using Excel and save it as an Excel spreadsheet. 
8. You must repeat this process for every home department code you represent as a 

Department Security Administrator (DSA). 
 

B. Verify User Access 
1. Use the spreadsheet(s) you just created to verify that each employee/user listed has the 

appropriate level of system access.  
2. Make a note of any users who need their access changed.  
3. Any adds/changes/deletions must be requested using the Access Approval Request Form on 

the SAMS report tab. This will create the appropriate audit trail for any changes /deletions to 
the user’s access. 
 

C. Make Changes or Deletions 
1. Make the requested changes/deletes in the SAMS Access Tab.   
2. SAMS will generate an email to you as the DSA as well as the user having access 

changes/deletions. 
 

D. Prepare a SAMS System Access Verification Form 
1. Click here to download the verification form.  
2. Enter the names of the employees you just verified into the form, print the document, and 

sign it. 
3.  After you’ve completed the rest of the verification process, you will scan and email this 

document to Accounting and Fiscal Services. Detailed instructions are on page 4. 
  

http://apps.adcom.uci.edu/expresso/sams/Login.do?state=processLogin
http://accounting.uci.edu/docs/access-verification/fms-sams-verification-form.docx
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Part 3 of 3: Submitting Verifications 
 
A. Prepare the System Access Verification Forms 

1. If you haven’t already done so, enter the names of the employees you have reviewed into 
your SAMS and KSAMS System Access Verification Forms. 

2. Print out the forms and have your department administrator sign them.  
3. Scan the forms into a digital format like PDF.  

 
B. Email the forms to Accounting and Fiscal Services 

1. Attach the forms for both KSAMS and SAMS to an email  
2. Emails should be sent to: AuditCtl@uci.edu  
3. Subject Line: System Access Verification 2019.  
4. In the body of the email, please indicate the name of department(s) and a list of all PPS 

home department codes reviewed. 
5. Send the email  

 
C. Accounting and Fiscal Services will review your SAMS and KSAMS System Access Verification Forms. 

If any further action is required, you will be notified.  
 
 
 
 

Thank You for Completing This Important Internal Control 
If you have any questions, contact Kevin Chung at 949-824-4429 or AuditCtl@uci.edu. For questions 
about changing a DSA or user access, please contact the Kuali Financial System Help Desk at 
KFS@uci.edu or 949-824-7001. 
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